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F R I T Z  H E N G L E I N

• Professor of programming languages and systems 

• Foundations, techniques, algorithmics, language design 

• Enterprise systems, healthcare, finance, blockchain, contract management 

• Director, Research center for high-performance computing for finance (HIPERFIT.dk) 

• Steering committee chair, Innovation network for Finance IT (CFIR.dk) 

• Mostly academic, some industrial lab/start-up experience

Technische Universität München, Rutgers University; 
New York University, Utrecht University, University of Copenhagen, IT University of Copenhagen;  

IBM Research, Cornell University, University of New South Wales, University of Oxford;  
Hafnium Research ApS, Deon Digital AG/Deon Digital Denmark A/S, …

http://hiperfit.dk
http://cfir.dk
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Contract:  
Obligations and permissions  

(rules) 

Strategy: 
Particular way to satisfy a contract  

(actions) 

Smart contract: 
Rules and all parties’ actions 



C O N T R A C T  V E R S U S  S M A R T  C O N T R A C T

C O N T
R A C T

A L I C E ’ S  
S T R AT E G Y

D O R I T ’ S  
S T R AT E G Y

F R E D ’ S  
S T R AT E G Y

C H A R L I E ’ S  
S T R AT E G Y

E D D I E ’ S  
S T R AT E G Y

H E N R Y ’ S  
S T R AT E G Y

G E O R G E ’ S  
S T R AT E G Y

B O B ’ S  
S T R AT E G Y

S M A R T  C O N T R A C T Contract:  
Obligations and permissions 

(rules) 

Strategy: 
A single party’s actions 

(actions) 

Smart contract: 
Rules and all parties’ 

codified actions 
intermixed  
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Actually… 

Contract checking and  
actions (strategy) mixed together 

in the source code 
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Actually… 

Contract checking and  
actions (strategy) mixed together 

in the source code 

and one cannot even see  
which is which 
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What is the contract  
and what is strategy?

How do you compose 
contracts (by themselves)?

How do you analyze 
contracts?
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T H E  P R I C E  O F  E X P R E S S I V E N E S S :  
R I C E ’ S  T H E O R E M

• Smart contract: usually program, written in Turing-complete 
programming language (Ethereum, Corda, Fabric, …) 

• + : Expressive 

• - : Undecidable properties even with full access to the 
source code 

• Smart contracts are ultimately unanalyzable 

Rice (1953)



E T H E R E U M  V U L N E R A B I L I T I E S
• Transaction-order dependence: Messages may have different effect depending on 

their order of arrival  

• Who controls the process scheduler (= message sequencer)?  Some miner: 
Front-running 

• Time-stamp dependence: Smart contracts may have different executions 
depending on the time stamp on a transaction block 

• Who controls the time stamping of transaction blocks? Some miner: Clock 
manipulation 

• Exception handling, gas management fragility: Subtle differences in exception 
semantics, limited run-time stack  

• Provoking out-of-stack and gas exhaustion exceptions: Any user  

• Programming language subtleties:  

• Exception handling subtleties (send vs. call) 

• Reentrancy vulnerability (DAO hack) 

• Implicit method forwarding (multi-sig exploit)

L U U ,  C H U ,  O L I C K E L ,  S A X E N A ,  H O B O R ,  M A K I N G  S M A R T  C O N T R A C T S  S M A R T E R  ( 2 0 1 6 )
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L U U ,  C H U ,  O L I C K E L ,  S A X E N A ,  H O B O R ,  M A K I N G  S M A R T  C O N T R A C T S  S M A R T E R  ( 2 0 1 6 )



O T H E R  B L O C K C H A I N  S Y S T E M  A S P E C T S

• Performance 

• Availability 

• Partition tolerance 

• Security 

• Privacy 

• (Trade-offs between above, some inherent, some not) 

• …



S U M M A R Y

• Smart contracts = self-executing contracts (programs) 
in complex Turing-complete  programming language 

• Rules and actions intermixed:  
Not contracts 

• Hard to analyze, low-level programs:  
Not smart



M O R E  I N F O R M AT I O N

• hiperfit.dk: Functional high-performance computing 
for finance 

• Domain-specific languages for compositional and 
verifiable contracts 

• plan-x.org: Functional programming language 
technology for high-performance blockchain systems

F U N C T I O N A L  P R O G R A M M I N G  =  P R O G R A M M I N G  W I T H  
I M M U TA B L E  TA M P E R - P R O O F  D ATA

G O I N G  L I V E  A N Y  
T I M E  N O W …

http://hiperfit.dk
http://plan-x.org
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